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▪ Network and the Internet play important role in

everyday activities

▪ Email, online shopping etc.

▪ Network security is one of the most critical issues

▪ Confidentiality: keep data/communication secret

▪ Authentication: verify user/provider

▪ Integrity: keep data/communication intact

▪ Availability: the information is available when it is needed

Network Security
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▪ The current Internet security is based on Cryptography – the science

of secret writing
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▪ Usually, asymmetric cryptography is used to distribute symmetric

keys over the network

can be derived from a brute-force attack
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take centuries to derive keys take minutes to derive keys 
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▪ QKD is a secure method to distribute keys over the network

▪ Based on the law of quantum mechanics

▪ The first QKD protocol (BB84) was published by Charles Bennett and

Gilles Brassard in 1984

▪ BB84 uses photon polarization states to encode the bits of the key

Quantum Key Distribution (QKD)
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BB84 Example
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(Key) bits are transmitted over quantum channel, e.g. photo transmission



▪ Mainly implemented over optical fiber → optical fiber connectivity is the

MUST

▪ 1999: The quantum key distribution system over 48 km of optical fiber was

described [1]

▪ 2013: The quantum key distribution system over 80 km of optical fiber was

experimentally demonstrated [2]

▪ In 2016: The first quantum key distribution system over 370 km of optical

fiber was presented [3]

QKD: State of the Arts
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1. Security for Vehicular Networks → wireless solution needed

2. Simper, cheaper implementation → Dual-Threshold Direct-Detection (DT-DD) 
was proposed [4]

Motivation of FSO/QKD System

Self-driving car/truck Unmanned aerial vehicle
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Satellite FSO/QKD

Coverage: high power required

Cost: more satellites required

• The altitude of HAP: 17-25 km

• HAP communications has many advantages such

as large coverage area, high speed connection,

easy maintenance, and rapid deployment
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▪ Dual Threshold-Direct Detection (DT-DD) mimics the BB84 protocol

▪ This protocol could implement feasibly on standard FSO systems with 

simple configurations

▪ Operational steps:

▪ Step 1: Alice transmit Subcarrier Intensity Modulation/Binary Phase Shift Keying

(SIM/BPSK) signal corresponding to random bits “0” or “1” which have very close

intensity level

▪ In BB84, Alice choose two bases randomly

DT-DD: How it Works?
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▪ Step 2: Bob received signal → use a DT detector with detection rule

▪ In DT-DD, Bob can adjust 2 threshold

▪ In BB84 , Bob choose two bases randomly to detect the received photon

▪ X is is similar to the case of inaccurate basis selection in BB84

▪ Step 3: Bob notifies time instants he recovered binary bits → Alice discard

time instants Bob recovered no bit → form sifted key

▪ In BB84, Alice and Bob discard the photon measurements where Bob used a

different basis → form sifted key

▪ Step 4: Information reconciliation & privacy amplification

▪ Eve try to use DT → Eve’s signal fluctuation is uncorrelated to Bob’s one →

key bits created by Bob and Eve do not match

▪ Eve does not know 2 threshold → use optimal threshold → high error rate

DT-DD (Cont.)

The probability density function 

of Bob’s received signal over 

atmospheric turbulence 

induced-fading channel [4]
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Decision = ൞

0 𝑖𝑓 (𝑖 ≤ 𝑑0)
1 𝑖𝑓(𝑖 ≥ 𝑑1)

𝑋 𝑛𝑜 𝑏𝑖𝑡 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒 → 𝐵𝑜𝑏 𝑑𝑜𝑒𝑠 𝑛𝑜𝑡 𝑟𝑒𝑐𝑜𝑣𝑒𝑟 𝑡ℎ𝑒 𝑡𝑟𝑎𝑛𝑠𝑚𝑖𝑡𝑡𝑒𝑑 𝑏𝑖𝑡

Eve’s optimal threshold

Error region



1. QKD over free space optics (FSO) system to offer optical wireless

solution

2. Instead of using single-photo based QKD, we use standard

intensity-modulation (IM) FSO system with dual-threshold detection

3. Satellite-based system with High-altitude platform (HAP) as a

relaying station → extend the coverage and system performance

Our Design
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▪ Satellite (Alice): low to high

orbits, key generation and

distribution hub

▪ HAP: as relaying station, amplify

signal

▪ Bob: UAV, regular vehicles

▪ Eve: eavesdropper

▪ FSO link: Intensity Modulation

(IM) and Dual-Threshold/Direct-

Detection (DT/DD)

System Model 
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▪ Path loss

▪ Beam spreading and misalignment: Gaussian beam

▪ Atmospheric turbulence

▪ Gamma-Gamma turbulence model

Channel Model
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Performance Analysis

Scenario 1 Scenario 217

▪ We focus on deriving the ergodic secret key rate – the most critical 

performance metric of QKD system

𝑆 = 𝐼 𝐴, 𝐵 − 𝐼 𝐴, 𝐸

▪ 𝑆 > 0: The proposed system is secured 

▪ 𝑆 < 0: The security of the proposed system is threatened by Eve

▪ Eve could be



▪ With adjustment of D-T scale coefficient, the secrecy with Alice can be improved

▪ The minimum distance between HAP & Eve, Bob & Eve to guarantee the proposed
system is secure can be determined

Results and Discussion
Scenario 1 Scenario 2

18



▪ We proposed HAP-aided relaying satellite FSO/QKD systems for

vehicular networks

▪ Some initial results confirm the feasibility of the proposed system and

help find out suitable parameters for preventing eavesdroppers

Conclusion

19



[1] Richard J. Hughes, George L. Morgan, C. Glen Peterson; “Practical quantum key distribution 

over a 48-km optical fiber network”; Journal of Modern Optics,LA-UR-99-1593, 1999.

[2] Jouguet P., Kunz-Jacques S., Leverrier A., Grangier P. & Diamanti E. Experimental demonstration 

of long-distance continuous-variable quantum key distribution. Nature Photon. 7, 378–381 (2013).

[3] B. Korzh, C. C. W. Lim, R. Houlmann, N. Gisin, M. J. Li, D. Nolan, B. Sanguinetti, R. Thew, and H. 

Zbinden, Provably Secure and Practical Quantum Key Distribution over 307 km of Optical 

Fibre, Nat. Photonics 9, 163 (2015)

[4] P. V. Trinh, T. V. Pham, N. T. Dang, H. V. Nguyen, S. X. Ng and A. T. Pham, "Design and Security 

Analysis of Quantum Key Distribution Protocol Over Free-Space Optics Using Dual-Threshold Direct-

Detection Receiver," in IEEE Access, vol. 6, pp. 4159-4175, 2018.

References

20



Thank you!



HAP: Examples
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▪ (Key) bits are transmitted over quantum channel, e.g. photo transmission

▪ Step 1: Alice encode bits (0 or 1) by randomly using either one of two encoding
bases

▪ Step 2: Bob also randomly select a basis to decode

▪ Alice’s encoding basis = Bob’s decoding basis → the corresponding bit is read correctly with

high probability

▪ Alice’s encoding basis ≠ Bob’s decoding basis → the received photon is measured as one

of two polarization states of the used basis at Bob

BB84 Protocol
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▪ Step 3: Alice broadcasts her bases choice → Bob reveals on which

detected photon the same bases was used to measure→ Alice and

Bob discard bits where the different bases was used → form sifted key

▪ Step 4:

▪ Alice and Bob perform information reconciliation → identify, remove erroneous

bits

▪ Alice and Bob apply privacy amplification → produce a new, shorter key

BB84 Protocol (cont.)
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